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Chris Dawe is Principal Systems Engineer at Wheelwrights, LLC, in Seattle, Washington. Chris focuses on MacOS, iOS, and
networking, and handles everything from customer assessment to system design, deployment, and support. When not working,
Chris reads, cooks, and appreciates both whiskey and whisky.
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Tom Bridge is a founding partner at Technolutionary LLC, based in Washington DC. Technolutionary supports 400 users from
small business to medium enterprise in a mix of Mac and PC, with a dash of Linux and a healthy serving of iOS devices. He lives
in Brookland, DC, with his wife, Tiffany, their son Charlie, and their cats, Macro and Bokeh.



This talk reflects our development as consultants handling WiFi installations, and focuses on the tools available for Mac OS, with
discussion of important tools for WiFi that are not available for Mac OS.



The presenter notes include links to important resources.



The distinctions among these tools are a bit arbitrary, and we’ll see that tools overlap from one area to another.
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Create Diagnostics Report On Desktop...
Open Wireless Diagnostics...

Turn Wi-Fi Off

v Fremont Caffe Vita Guest =
Disconnect from Fremont Caffe Vita Guest

MORE INFO THAN
EXPECTED

2.4GHzForNOOBs

cake or death
CenturyLink1761
CFast-2.4GHz
DIRECT-roku-F3DC1A
EyesOnFremont-2.4
FremontLaundryCenter
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Apple makes information about the WiFi connection available in the OS. Option-clicking that same WiFi menu item gives a
significant amount of connection information for your computer, including:

The computer’s network interface.

IP address, router, and Internet connectivity information.
Associated BSSID (connected access point) and channel.
Signal and noise levels.

Connection performance information.
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[ NON ) 3y dawe — -bash

Last login: Sat Jan 30 22:21:28 on ttys000
smfs:~ dawe$ airport -I

v Fremont Caffe Vita Guest =
Disconnect from Fremont Caffe Vita Guest

agrCt1RSSI:
agrExtRSSI:
agrCtlNoise:
agrExtNoise:
state:

op mode:
lastTxRate:
maxRate:
lastAssocStatus:
802.11 auth:
link auth:
BSSID:

SSID:

MCS:
channel:

smfs:~ dawe$ D

-45

0

-93

0

running

station

145

144

0

open

none
ac:86:74:4a:24:ca
Fremont Caffe Vita Guest
15

10

Apple has a quasi-hidden utility for querying the WiFi located at:
/System/Library/PrivateFrameworks/Apple80211.framework/Versions/Current/Resources/airport

You may want to create a symlink to the airport tool:

sudo ln —-s /System/Library/PrivateFrameworks/Apple80211. framework/Versions/Current/Resources/airport /usr/local/bin/airport
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% dawe — -bash — 117x28

smfs:~ dawe$ airport -s
SSID BSSID
Ladybug Nugget dc:9b:9c:f3:e0:6e -85
CFast-2.4GHz 4c:60:de:41:13:a3 -85
FremontLaundryCenter c@:ea:e4:bc:61:b5 -74
xfinitywifi @c:54:a5:72:74:fa -68
HOME-D5D1-5 @c:54:a5:72:74:f8 -68
VitaFremont5 c4:04:15:14:48:80 -71
Via Tribunali 88:1f:al:2e:ab:9%e -70
xfinitywifi @c:54:a5:71:al1:f2 -56
HOME-D5D1-2.4 @c:54:a5:71:al:f@ -90
HOME-64E0-2.4 74:85:2a:f2:05:48 -79
pecado ©08:86:3b:41:a8:ea -93
HOME-2FE8 44:32:c8:cf:2f:e8 -82
Fremont Caffe Vita Guest ac:86:74:4a:24:ca -42
Fremont Caffe Vita Guest ac:86:74:4a:24:7a -53
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RSSI CHANNEL HT CC SECURITY (auth/unicast/group)

US WPA2(PSK/AES/AES)

—— WPA2(PSK/AES/AES)

US WPA(PSK/AES/AES)

US NONE

US WPA(PSK/AES, TKIP/TKIP) WPA2(PSK/AES, TKIP/TKIP)
—— WPA2(PSK/AES/AES)

US WPA2(PSK/AES/AES)

US NONE

US WPA(PSK/AES, TKIP/TKIP) WPA2(PSK/AES, TKIP/TKIP)
US WPA(PSK/AES, TKIP/TKIP) WPA2(PSK/AES, TKIP/TKIP)
TW WPA(PSK/AES/AES) WPA2(PSK/AES/AES)

—— WPA(PSK/AES, TKIP/TKIP) WPA2(PSK/AES, TKIP/TKIP)
US NONE

US NONE

smfs:~ dawe$

In addition to displaying information about the connected network a la WiFi Menu, the airport CLI tool will do some other
interesting things:

1. Scan for available networks.
2. Adjust some preferences for the WiFi interface.

3. Adjust logging events for WiFi.

None of this is particularly well-documented, but the web site OS X Daily dug into the tool and posted the following writeup. The
logging tools will especially require experimentation:

http://osxdaily.com/2007/01/18/airport-the-little-known-command-line-wireless-utility/

Note that the OS X Daily article has you create the symlink in a SIP-protected directory. Create it in /usr/local instead.

11



[ JoX | MacBook Pro
¥ Hardware Software Versions:
ATA CoreWLAN: 11.0 (1101.20)
Audio CoreWLANKit: 11.0 (1101.20)
Menu Extra: 11.0 (1110.33)
Bluetooth System Information: 11.0 (1100.1)
Camera 1080211 Family: 11.1 (1110.26)
Card Reader Diagnostics: 5.1(510.88)
Diagnostics AirPort Utility: 6.3.6 (636.5)
N 3 Interfaces:
Disc Burning eno:
Ethernet Cards Card Type: AirPort Extreme (0x14E4, 0x112)
Fibre Channel Firmware Version: Broadcom BCM43xx 1.0 (7.21.94.136.1a1)
FireWire MAC Address: 60:03:08:a0:8f:7a
. . Locale: FCC
Graphics/Displays Country Code: us
Hardware RAID Supported PHY Modes: 802.11 a/b/g/n/ac
Memory Supported Channels: 1,2,3,4,5,6,78,9,10, 11, 36, 40, 44, 48, 52, 56, 60, 64, 100, 104, 108, 112, 116, 120, 124, 12
NVMExpress 140, 144, 149, 153, 157, 161, 165
el Wake On Wireless: Supported
AirDrop: Supported
Parallel SCSI Status: Connected
Power Current Network Information:
Printers Fremont Caffe Vita Guest:
SAS PHY Mode: 802.11n
BSSID: ac:86:74:4a:24:ca
SATA/SATA Express Channel: 10
SPI Country Code: US
Storage Network Type: Infrastructure
Security: None
Thunderbolt Signal / Noise: -43 dBm / -95 dBm
use Transmit Rate: 145
¥ Network MCS Index: 15
Firewall Other Local Wi-Fi Networks:
Locations CenturyLink1761:
Volumes PHY Mode: 802.11n
BSSID: 10:5f:06:88:31:65
WWAN Channel: 1
Wi-Fi Network Type: Infrastructure
¥ Software g.ecurlit/y’:\‘ . V\égAé\éVP/;ZOILeBrsonal
- ignal / Noise: - m m
ACCE“_SSI?”'W Fremont Caffe Vita Guest:
Applications PHY Mode:  802.11n
Components BSSID: ac:86:74:4a:24:7a
Developer Channel: 10
f Country Code: US
Disabled Software MAM,M{ Tome Infractrimtire
I Sa Much for Subtletv > Netwark > Wi-Fi

This information and more also shows up in System Information, System Profiler, or whatever Apple is calling it this week. Locate
it in /Applications/Utilities, or run the command system_profiler.

System information will add to your system’s picture of its WiFi configuration by including CoreWLAN and other software

versions, interface information for your WiFi interface, chipset information, and a list of networks near enough to your computer
to be heard.
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WHERE IT REALLY STARTER
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® @® KisMAC
2 © Pw 4
Open Save Networks Details Graph Map Preferences
sMac v0.3.4

Ch SSID BSSID Enc  Type Signal - Avg MaxSignal  Packets Data Last Seen Ch...
10 Fremont Caffe Vita Guest AC:86:74:4A:24:CA  NO managed 55 55 56 0 0B 2016-01-31 17:24:23 +0000 (2]
10 Fremont Caffe Vita Guest t 14A:24: NO managed 47 47 49 0 0B 2016-01-31 17:24:23 +0000 (5]
1 Ladybug Nugget WPA managed 18 18 18 0 0B 2016-01-31 17:24:23 +0000 (4]
11 HOME-2FE8 WPA  managed [ 17 25 o 0B 2016-01-31 17:24:00 +0000 ()
6 xfinitywifi NO managed 0 o 0 o 0B 2016-01-31 17:24:23 +0000 e
6 2001_a_space_odyssey WPA  managed 0 0 0 0 0B 2016-01-31 17:23:06 +0000 e
1 xfinitywifi NO  managed 0 0 0 0 0B 2016-01-31 17:24:23 +0000 o
1 xfinitywifi NO managed o o o o 0B 2016-01-31 17:22:22 +0000 o
6 Via Tribunali WPA  managed o o [ o 0B 2016-01-31 17:24:23 +0000 ()
1 viatribguest WPA  managed 0 o [ o 0B 2016-01-31 17:24:23 +0000 ()
163 VitaFremont5 o WPA  managed 0 o 0 o 0B 2016-01-31 17:24:23 +0000 e
161 HOME-D5D1-5 0C:54:A5:72:74:F8  WPA managed 0 0 0 0 0B 2016-01-31 17:24:23 +0000 e
11 Not the WiFi You're Look For C8:B3:73:53:E1:EB WPA  managed 0 0 9 0 0B 2016-01-31 17:24:23 +0000 °

eap3 40:3C:FC:05:CF:41 WPA  managed o o o o 0B 2016-01-31 17:24:12 +0000 °
1 xfinitywifi 46:32:C8:24:B0:74 NO managed o o o o 0B 2016-01-31 17:21:29 +0000 o
1 CenturyLink1761 10:5F:06:88:31:65 WPA  managed [ o 0 o 0B 2016-01-31 17:24:23 +0000 °
3 EyesOnFremont-2.4 00:7 WPA  managed 0 o 0 o 0B 2016-01-31 17:24:22 +0000 e
6 HOME-D5D1-2.4 oc:! WPA  managed 0 0 0 0 0B 2016-01-31 17:24:23 +0000 o
1 HOME-64E0-2.4 74 WPA  managed 0 0 0 0 0B 2016-01-31 17:24:23 +0000 °
161 xfinitywifi ocC: NO managed o o o o 0B 2016-01-31 17:24:23 +0000 o
11 xfinitywifi CE: NO managed [ o 10 o 0B 2016-01-31 17:24:23 +0000 &)
11 xfinitywifi 46 NO managed 0 o 17 o 0B 2016-01-31 17:24:00 +0000 e
36 DIRECT-roku-F3DC1A B8: WPA  managed 0 0 0 o 0B 2016-01-31 17:21:30 +0000 e
2 FremontLaundryCenter CO:E WPA managed 0 0 0 o 0B 2016-01-31 17:24:23 +0000 4]
1 CFast-2.4GHz 4C:60:DE:41:13:A3 WPA managed 0 0 42 0 0B 2016-01-31 17:24:00 +0000 (4]
6 IAMBATMAN E8:37:7A:E8:E7:34 WPA  managed [ o o o 0B 2016-01-31 17:21:39 +0000 ()
11 PyronetCL 58:8B:F3:09:05:AE WPA  managed [ o 12 o 0B 2016-01-31 17:24:23 +0000 °
11 AHERN C4:39:3A:07:0D:58 WPA managed 0 o [ o 0B 2016-01-31 17:22:00 +0000 °
5 MAGFLOSOR 10:0D:7F:DD:6F:52 WPA  managed 0 0 0 o 0B 2016-01-31 17:24:00 +0000 e
11 WinterlsComing 1 2F: WPA  managed 0 0 0 0 0B 2016-01-31 17:22:11 +0000 o
8 CenturyLink8603 WPA managed 0 0 0 o 0B 2016-01-31 17:22:11 +0000 (4]
1 HOME-97C8 WPA  managed [ o o o 0B 2016-01-31 17:22:44 +0000 ()
11 HOME-C8A1 WPA  managed [ 6 6 o 0B 2016-01-31 17:23:06 +0000 ()
1 HOME-B072 WPA managed 0 o 0 o 0B 2016-01-31 17:22:55 +0000 ()
11 ten22home Network WPA managed 0 0 0 o 0B 2016-01-31 17:23:33 +0000 o
6 HOME-B14B-2.4 WPA  managed 0 0 0 0 0B 2016-01-31 17:23:17 +0000 °
132 Via Tribunali : :AB: WPA  managed 0 0 0 o 0B 2016-01-31 17:24:23 +0000 °
4 2.4GHzForNOOBs 84:1B:5E:03:DF:D5 WPA managed [o] [o] [o] [0] 0B 2016-01-31 17:24:23 +0000 (°]

Kismac was an early Mac tool to look at what was going on around you, and was/is based on an open source project called
Kismet. Kismac listed the networks that it found, and provided information regarding signal levels and encryption types.
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KisMAC Preferences

? ‘)) E Q .lllll

Scanning Filter Sounds Driver GPS Map Traffic

WEP enabled network: Play every 250 packets

None u None u

WEP disabled network: Speak SSIDs with:

None [T None [T

Use sounds for cracking failure/success

If the cracking was successful, the open network sound will be
played 3 times. If the cracking failed, the closed network sound

The real appeal of a stumbler like Kismac lay in its features for wardriving.
1. It was able to discover “hidden” networks.

2. It could map them.
3. It could attack weak keys, especially WEP keys.

After a while, Apple changed their wireless frameworks and drivers to disallow discovery of the hidden networks, exiling early
stumblers to the Island of Misfit Toys.
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KisMAC Preferences

([
KISMAC2 AND STUMBLERS » ? ‘)) E g’/ u'fllfl

Scanning Filter Sounds Driver GPS Map Traffic

Capture devices

Apple Airport or Airport Extreme card, active mode

¥ Kismet Server, Passive Mode u add
Kismet Drone (raw packets), passive mode
Channel Hopy  Apple Airport Extreme card, passive mode
USB Prism2 device, passive mode
QCEEll USB RT73 device

Iclude: USB RTL8187 device

Start Channel:

Save Dumps At

Global Settings

Hopping Frequency: 0.25 s

Development picked up again when IGRSoft forked the project and moved it to GitHub (https://github.com/IGRSoft/KisMac?)

In theory, you can pick up a USB WiFi card using one of the shown chipsets and regain the lost stumbling features.The card
pictured is an Alfa AWUSO036H adapter, which is 2.4 GHz only. | stood on the front steps of the Grange Wellington Hotel following
my arrival and detected 212 unique BSSIDs using the 9 dB gain antenna. Using his built-in WiFi interface, Tom picked up 24
from the same location.

Thankfully, only one of the 212 networks visible from the Grange Wellington still utilizes WEP security. | did not attempt to crack
it.

Product development seems to be both volunteer-based and sporadic, so use at your own risk, and be prepared to experiment.
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EXPLORING AVAILABLE NETWORKS

WiFi Explorer is written by independent developer Adrian Granados, is currently available at the Mac App Store or via http://
www.adriangranados.com, costs US $15 (£10.99) and is worth every penny.

WiFi Explorer takes advantage of information that it gathers from the OS to display extensive information about networks that
your computer can see.
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[ ] [ ] [ ] en0: Scanning | Associated: Fremo...ita Guest, Ch 10, 20 MHz, 130 Mbps All Networks. 2 Q

RESULTS Network Name BSSID Vendor Band  Channel SNR signal Noise
> 7 Band Fremont Caffe Vita.. AC:86:74:4A:24:... Open Mesh Inc. 2.4 GHz 10 46dB -46 -92
> 7 Service Set 19 || HOME-D5D1-2.4 2 0C:54:A5:71:AT:FO  PEGATRON CORPOR.. 2.4 GHz 6 45dB -51 -96
> ¥ Mode 2 || xfinitywifi 0C:54:A5:71:A1:F2  PEGATRON CORPOR.. = 2.4 GHz 6 45dB -51 -96
» T Radio 24 || Fremont Caffe Vita G... AC:86:74:4A:24:7A  Open Mesh Inc. 2.4 GHz 10 35dB -57 -92
» 7 Vendor 1" | HOME-D5D1-5 L. 0C:54:A5:72:74:F8  PEGATRON CORPOR... 5 GHz 161,-1 31dB -65 -96
xfinitywifi 0C:54:A5:72:74:FA  PEGATRON CORPOR... 5 GHz 161,-1 31dB -65 -96
| VitaFremonts L. C4:04:15:14:48:80  Netgear Inc. 5 GHz 153,-1 28 dB -68 -96
Via Tribunali O 88:1F:A1:2E:AB:9E  Apple Inc. 2.4 GHz 6 25dB -71 -96
[ xfinitywifi 46:32:C8:CF:2F:EA 2.4 GHz 1120 dB 76 96
FremontLaundryC... & CO:EA:E4:BC:61:B5  SonicWALL 2.4 GHz 2 19dB -77 -96
J| HOME-64E0-2.4 2 74:85:2A:F2:05:48  PEGATRON CORPOR.. 2.4 GHz 116 dB -80 -96
Jl CenturyLink1761 2 10:5F:06:88:31:65  Actiontec Electronics,... 2.4 GHz 115dB -81 -96 4
[ 2.4GHzForN0OBS 84:1B:5E:03:DF:D5 | Netgear Inc 2.4 GHz 4,+41/14 dB -82 -96 2|
J viatribguest 2 40:4A:03:F4:02:C9  ZyXEL Communicatio.. 2.4 GHz 114dB -82 -96
xfinitywifi 74:85:2A:F2:05:4A | PEGATRON CORPOR... = 2.4 GHz 1.14.dB -82 -96
Network Details Signal Strength Advanced Details

5 GHz
UNII-1 - UNI-2 UNII-2 Ext

L B L o e

T T
10111213 36 44 52 60 100108116124132140 149157165

Group networks by radio

] [=] Networks Found: 27, Displayed: 27 (100%)

Generally, WiFi Explorer shows a three pane view with network information at the top and details at the bottom. In the Channels
view, WiFi explorer provides easily readable information about channel use of the various networks it detects, the widths of those
channels, and the signal strength of those networks as detected by the computer running WiFi Explorer.
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() ) (] en0: Scanning | Associated: Fremo...ita Guest, Ch 10, 20 MHz, 130 Mbps All Networks & Q
RESULTS Network Name BSSID Vendor Band  Channel SNR Signal Noise
¥ Band J VitaFremonts £ C4:04:15:14:48:80  Netgear Inc. 5GHz  153,-1 33dB -63 -96
‘A 2.4 GHz xfinitywifi 0C:54:A5:72:74:FA PEGATRON CORPOR... 5 GHz 161,-1 30 dB -66 -96
5 GHz J| HOME-D5D1-5 2 0C:54:A5:72:74:F8  PEGATRON CORPOR... 5 GHz 161,-1 29 dB -67 -96
T Service Set 20 DIRECT-roku-F3D... 2 B8:3E:59:F5:8C:35  Roku, Inc. 5 GHz 36 5dB -91 -96

© 2.4GHzForN0OBs

© 2001_a_space_odyssey

@ CFast-2.4GHz

@ CenturyLink1761

@ DIRECT-roku-F3DC1A

© Fremont Caffe Vita Guest

@ FremontLaundryCenter

© HOME-64E0-2.4

© HOME-C8A1

© HOME-D5D1-2.4

© HOME-D5D1-5

@ Ladybug Nugget

T Network Details Signal Strength Advanced Details
@ Not the WiFi You're Loo...
© Pecado-2.4

@ Via Tribunali UNII-2 Ext
@ VitaFremont5
@ eap3

@ viatribguest

@ xfinitywifi

» ¥ Mode 2
» 7 Radio 25
» ¥ Vendor 1

DIRECT-roku-F3DC1A

L B e S B B B
36 40 44 48 52 56 60 64 100 108 116 124 132 140 149 157 165

Group networks by radio

["]1[=] Networks Found: 28, Displayed: 4 (14%)

On the left, prebuilt filters give you the option to refine your view according to one of several criteria, making it possible to narrow
your examination to items of interest:

1. Frequency Band
2. SSID

3. Network Mode
4. Radio

5. Vendor

19



[ ] @® [ | en0: Scanning | Associated: Fremo...ita Guest, Ch 10, 20 MHz, 130 Mbps All Networks ) Q
RESULTS Network Name BSSID Vendor Band ST Noise
¥ Band || HoME-D5D1-5 2| 0C:54:A5:72:74:F8  PEGATRON CORPOR... 5 GHz RS -96

A 2.4 GHz J vitaFremonts 2. C4:04:15:14:48:80  Netgear Inc. 5 GHz POIERRES -96

‘& 5GHz xfinitywifi 0C:54:A5:72:74:FA  PEGATRON CORPOR... 5 GHz BSSID -96
T Service Set 19 DIRECT-roku-F3D... B8:3E:59:F5:8C:35 | Roku, Inc. 5GHz W/ Band (Frequency Band) 96

© CFast-2.4GHz  Basic Rates

© CenturyLink8603 V Beacon Interval

© DIRECT-roku-F3DC1A CC (Country Code)

@ EyesOnFremont-2.4 Center Frequency

@ Fremont Caffe Vita Guest V Channel

@ FremontLaundryCenter v Channel Utilization

© HOME-2FE8 Device Name

© HOME-64E0-2.4 Last Seen

© HOME-C8A1 v Max Rate

© HOME-D5D1-2.4 v/ Min Rate

© HOME-D5D1-5 v Mode

© IAMBATMAN v Ne.lwork Name (SSID)

@ NETGEARS? Network Details Signal Strength Channc N4 EOI‘SG don o

rotection Mode

O R OUTRNEII V SNR (Signal-to-Noise Ratio)

@ PyronetCL  Security

O YD N V Signal (Signal Strength)

@ VitaFremont5 Stations

© eap3 V Streams (Spatial Streams)

@ xfinitywifi  Vendor
¥ Mode 2 WPS (Wi-Fi Protected Setup)
¥ Radio 20 v Wide Channel
¥ Vendor 10 + Width (Channel Width)

Statistics

L e e
36 40 44 48 52 56 60 64 100 108 116 124 132 140 149 157 165

Group networks by radio

] [=] Networks Found: 24, Displayed: 4 (16%)

Control clicking on one of the columns at the top of the window gives you a list of all the information that WiFi Explorer can
display. Most of it comes from the beacon frames that access points use to advertize their networks.

This information doesn’t reasonably fit on a 13” display, even at highest resolution.
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[ JoX ) | en0: Scanning | Associated: Fremo...ita Guest, Ch 10, 20 MHz, 145 Mbps All Networks S Q

RESULTS Network Name BSSID Vendor Band Channel SNR Signal Noise

v 7 Bana [ Fromont Caffe Vita.._| AC:36:74:44:24:.._| Open Mosh ino. | ~2.4,GHz| 10|55 dB fssss |4 s |-101 ||
'K’ 2.4 GHz Fremont Caffe Vita G... AC:86:74:4A:24:7A  Open Mesh Inc. 2.4 GHz 10 47 dB -54 -101
‘¥ 5 GHz )| HOME-DSD1-2.4 2 0C:54:A5:71:AT:FO  PEGATRON CORPOR.. = 2.4 GHz 6 41dB -55 -96

¥ T Service Set 19 | xfinitywifi 0C:54:A5:71:A1:F2  PEGATRON CORPOR.. = 2.4 GHz 6 41dB -55 -96
© 2001_a_space_odyssey J] HoME-2FE8 £ 44:32:C8:CF:2F:E8  Technicolor USA Inc. 2.4 GHz 11 28dB -70 -98
© AHERN I xfinitywifi 46:32:C8:CF:2F:EA 2.4 GHz 11 24dB 72 -96
@ CenturyLink1761 | Via Tribunali L. 88:1F:A1:2E:AB:9E  Apple Inc. 2.4 GHz 6 18 dB -78 -96
© DIRECT-roku-F3DC1A eap3 £ 40:3C:FC:05:CF:41  Apple Inc. 2.4 GHz 117dB -81 -98
© EyesOnFremont-2.4 FremontLaundryC... & CO:EA:E4:BC:61:B5  SonicWALL 2.4 GHz 2 17dB -79 -96
© Fremont Caffe Vita Guest EyesOnFremont-2.4 & 00:71:C2:51:23:E8 | PEGATRON CORPOR.. | 2.4 GHz 3/13dB -83 -96
© FremontLaundryCenter )| HOME-64E0-2.4 2 74:85:2A:F2:05:48  PEGATRON CORPOR.. = 2.4 GHz 11248 -84 -96
© HOME-2FE8 xfinitywifi 74:85:2A:F2:05:4A  PEGATRON CORPOR... = 2.4 GHz 112dB -84 -96
© HOME-64E0-2.4 CenturyLink1761 & 10:5F:06:88:31:65  Actiontec Electronics,... 2.4 GHz 111dB -85 -96 2
© HOME-D5D1-2.4 xfinitywifi 00:71:C2:51:23:EA | PEGATRON CORPOR 2.4 GHz 3/ 11dB -85 -96
© HOME-D5D1-5 I NETGEARS7 L. 6C:BO:CE:3A:F1:C9  Netaear Inc. 2.4 GHz 1110 dB -86 -96 4

Ladybug Nugget
NETGEAR87 Network Details Signal Strength Channels Advanced Details

» Not the WiFi You're Loo...

© «

©

@ Via Tribunali SSID: Fremont Caffe Vita Guest Band: 2.4 GHz ISM Type: Infrastructure
© V“agremums BSSID: AC:86:74:4A:24:CA Mode: 802.11b/g/n Security: None
@ eap
© viatribguest Vendor: Open Mesh Inc. Max Rate: 144 Mbps
© xfinitywifi Beacon Interval: 100 ms Basic Rates: 1, 2, 5.5, 11 Mbps WPS: Not Detected
» 7 Mode 4
28D 2 signal Quality: Excellent Signal: -46 dB Signal Avg/Min/Max: -45/-51/-42 dB
» % Vendor 12 ignal Quality: Excellen ignal: - m ignal Avg/Min/Max: -45/-51/- m
Channel: 10 Noise: -101 dBm Noise Avg/Min/Max: -95/-101/-74 dBm
Channel Width: 20 MHz SNR: 55 dB SNR Avg/Min/Max: 49/28/57 dB

Fremont Caffe Vita Guest

Fremont Caffe Vita Guest Channel 10

Signal and Noise $| Use %+ or %- to increase/decrease timescale. =

[]1[=] Networks Found: 26, Displayed: 21 (80%)

If there’s a particular network you’re interested in, select it and click the “Network Details” button in the middle of the screen, and
WiFi Explorer will give you a nice summary in a more human-readable format. Looking at Advanced Details will show you the
content of the beacon frames directly.
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WiFi Signal is also by Adrian Granados, and costs US $3.
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. a1l Fremont Caffe Vita Guest | 35 dB | 2.4 GHz | Ch 10 | 130 Mbps E

AC:86:74:4A:24:CA 2.4 GHz | 802.11n | 144 Mbps

Fremont Caffe Vita Guest o

Open Mesh Inc.

Good 10 (20) 130 15

Signal Quality Channel Mbps MCS Index

10.255.217.43 -85  -92 37

IP Address Signal Noise SNR (dB)

~— O

No better channels to recommend for this network. -ﬁ-

WiFi Signal builds on the same information used by the WiFi menu item, but provides a more readable view as well as some
additions:

1. WiFi Signal provides customizable display of information in the Menu bar.

2. WiFi Signal calculates Signal to Noise ratio.
3. WIiFi Signal also provides an evaluation of the connection quality, and will attempt to recommend better channels.
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Annotations Vendor 08:EA:44:1A:DF:A9 5 GHz | 802.11n | 300 Mbps
:94] AP120-A Aerohive Networks Wh I . ht A
:D4| AP120-B Aerohive Networks ee erg S -
F...[ AP120-A Aerohive Network  Aerohive Networks Inc. AP120-A
:E8| AP120-B Aerohive Networks
Excellent 36 (40) 270 15
Signal Quality Channel Mbps MCS Index
10.253.254.110 -51 -95 44
IP Address Signal Noise SNR (dB)
A Recommended channel(s): 44, 48 - What does it mean? ﬁ

A subtle feature of WiFi Explorer and WiFi Signal lies in the ability to include annotations of networks in WiFi Explorer. WiFi Signal
will then display the annotations in its window. In my case, | use this to provide more readable labels for my APs, so that | can

tell which AP I’'m associated to without having to memorize its BSSID MAC address. This can be handy for understanding when
you are in a sticky client situation.
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MAP A NETWORK

Tools like WiFi explorer provide a large amount of information, but that information is limited by being specific to the computer’s

location at the time it took the sample. To more fully understand a WiFi network, you will want information from multiple locations
around a network. A heat mapper will do this.

Netspot Pro (http://netspotapp.com ) is a heat mapper and reporting tool from Etwok (Autocorrect likes to change Etwok to

Ewok). NetSpot Pro (in version 2 at the time of this writing) costs US $149 for an individual license, and the vendor offers volume
licensing as well. To our knowledge, it is currently the only Mac OS-native tool.
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-
A e [ @ USER GUIDE i1 ASK A QUESTION

‘© 9 W | —————————

Discover Survey Heatmap Troubleshooting Aliases Active scanning

AP detection proximity:

-60 dBm

Heatmap gradient:

BT e 9

Heatmap settings for:

Signal-to-noise ratio |T]
| ||
am

Minimum signal-to-noise ratio: 39-9

25 dB
Maximum signal-to-noise ratio:

50 dB

211"

Reset all heatmap defaults settings =" Ll

*BT T UDIqUI..
F:52:AF | 06:27:...
1!F9:52:B1/ 06:27...
kd

:6A:61:0F / CISCO...
|:6E:59:CF / CISCO...

a-only OPEN TO BELOW "

:6A:61:0D / CISC...

6E:59:CD / CISCO... Click on your position on the map and hold still for the scan. Then move on to the next position and click again. The green circles should

kd cover most of the map. You must take at least 3 sampling points. Once you are done, click "Stop scan”.

Firs...uite 206 v &~ ) CANCEL SAMPLE Q-

In order to use NetSpot Pro to map a network, do the following:

1. Decide on settings to use to define your thresholds, and set the threshold in preferences. In this case, I’ve decided on a
maximum (best)/minimum (worst) SNR of 50 dB and 25 db, respectively.
2. Import and scale a floorpan of your facility.

3. Walk through the facility with your laptop and click your location to trace your walking path.

4. Each time you click your location, NetSpot will draw a green circle around you containing the area where it thinks it can
estimate coverage.

5. Step-click through the facility until you fill it with green.
6. Click “Stop Scan”, and NetSpot will run calculations to display your selected visualization.
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[ NON ] NetSpot - Wheelwrights Office (Wheelwrights Office.netspd)

€ DISCOVER % EXPORT | @ USERGUIDE i ASKA QUESTION
¥ (] Cascadelink Guest dB Zonesurveys:  #3Jul 5, 2015 #1Feb 22,2015
| @ 06:27:22:FA:51:60 / 06:27:.. - o, 14 18 112,16 ,,,.129 , . 124., 128 ., 133, ,.,. 13§ , 149 , 144 , (48 , 153 .., |56,

| @ 06:27:22:FA:52:AF | 06:27:... -
© 06:27:22:FA:52:B1/06:27:.. -
@ OA:27:22:F9:51:60 / 0A:27:... -
| @ OA:27:22:F9:52:AF | 0A:27:.. -
| ® OA:27:22:F9:52:B1/0A:27:.. -

¥ (1 DRSWIFI dB
® 00:15:70:53:F6:B0 / Zebra, 1 -
@© 00:15:70:54:D0:50 / Zebra, 11 -

¥ () Davidoff dB

| @ 50:46:5D:5C:B2:70 | ASUST... -
| @ 50:46:5D:5C:B2:74 | ASUST... - L
¥ [ Epic Ales dB FS =
@ 20:C9:D0:24:A7:A1/ Apple, 2 -
| @ 20:C9:D0:24:A7:A2/ Apple, 44 -
¥ = Wheelwrights dB
| @ AP120-A/2.4 GHz | Aerohive, 1 -
@ AP120-A/5 GHz | Aerohive, 36 -
| ® AP120-B/2.4 GHz | Aerohive, 11 -
@ AP120-B/5 GHz / Aerohive, 149 -
¥ [ Wheelwrights Guests dB
& 08:EA:44:1A:DF:95 [ Aerchiv.. -

© O0B:EA:44:1A:DF:AG | Aerohiv... -
| © OB:EA:44:1A:DF:AA | Acrohiv... -
| @ O0B:EA:44:1A:DF:D5 / Aerohiv... -
| © OB:EA:44:1A:DF:E9 | Acrohiv... -

¥ [ cascadelink dB
@® 00:27:22:FA:51:60 / Ubiquiti, 1 -
| ® 00:27:22:FA:52:AF / Ubiquiti, 6 -

1 ® 00:27:22:FA:52:B1 / Ubiquiti.. -
| @ 06:27:22:F9:51:60 / 06:27:.. -
@® 06:27:22:F9:52:AF | 06:27:... &
© 06:27:22:F9:52:B1/ 06:27:.. -

©-| 3201 First..uite 206~ #% ~ | [C RESUMESCAN Signal-to-noise ratio HEN .

When you complete the scan, NetSpot will generate a heat map of your facility based on the access points you choose in the list

of APs it detects. NetSpot will calculate results and display one of several visualizations. In the example, | generated a signal-to-
noise (SNR) visualization for the Wheelwrights 5 GHz network. Note the following:

1. Locations of the access points, unevenly distributed through the office.
2. Significantly cooler colors toward the upper right, indicating poorer signal-to-noise ratio.
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Signal-to-noise ratio (dB)

L
/9\ ” 1311111 AP120-B/5 GHz 28
120 6 38}’9&3)—':)}‘3 'z T v AP120-A/5 GHz 27

O 7 90

10

\$ 21"

-

D\

Within a visualization, NetSpot allows you to click on a given sample point to view the data NetSpot gathered at that point. Note
that NetSpot provides a separate listing for each access point it detected at that sample point.
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v Signal-to-noise ratio
. Signal level
Quantity of access points
Noise level
1 Signal-to-interference ratio
Frequency band coverage
PHY mode (a/b/g/n/ac) coverage

Download speed MYRIAD VISUALIZATIONS

Upload speed

Wireless transmit rate
Iperf TCP download speed
Iperf TCP upload speed
Iperf UDP download speed
Iperf UDP upload speed
Iperf UDP jitter

Troubleshooting

| Signal-to-noise ratio S

Signal-to-noise will likely be the most desirable visualization, but NetSpot Pro provides a variety of visualizations, and will rebuild
them dynamically based on your selection. Note that NetSpot is doing a lot of calculating, so large reports can take significant
time to export.
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Make sure the networks you would like to see in the exported report are
selected in the sidebar. The report is built based on this selection

Wheelwrights Office
Export only surveyed part of the map
Open report after exporting

#1.1.2: Signal ise ratio 5GHz

Zone and snapshot
3201 First Avenue S., Suite 206
#2 Mar 20, 2015 Min signal-to-noise ratio 2508

Max signal-to-noise ratio s0d8

Visualization settings:

Export multiple zones Advanced export
Generate a customizable enterprise-level
report on the current survey.

Export current visualization Quick export
Quickly generate an overview PDF report on
the current visualization. No customization.

Save this heatmap into an image Current heatmap

Save the heatmap you see now as an image.

Image size will equal your area map's size. Include legend
Cancel

EXPORT REPORTS

Figure 1.1.2: 3201 First Avenue S., Suite 206 > #2 Mar 20, 2015 > Signal-to-noise ratio 5GHz

This visualization was also exported individually per Access Point, you can find all individual
reports in the following folder: /images/3201 First Avenue S., Suite 206 - #2 Mar 20, 2015

#  Network MAC-address  Ch Mode Security Max SNR Vendor
name PHY
1 Wheelwrights OBEA44:IADFAY 36 a/n  WPA2 4008 Aerohive
AP120-A/5 GHz Personal
2| Wheelwrights O0BEAG4:IADFES 149 a/n WPAZ 5408 Aerohive
AP120-8/5 GHz Personal
7

Being able to examine only one visualization at a time becomes annoying after a point. NetSpot also allows export of heat maps

to reports that detail the content of the visualizations in print. Because the reports can list information on a per-access point
basis, they can become quite long.
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PEEK BEHIND THE CURTAIN

Both WiFi Explorer and NetSpot are taking advantage of information that they obtain from Mac OS. Both report information
obtained by Apple’s frameworks and drivers. This can be limiting, because there are a lot of things in WiFi that are not
necessarily WiFi.

Metageek’s InSSIDer Office (beta) is a US$149 application intended for basic exploration of the WiFi radio spectrum.
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COMBINES WITH WI-SPY

HARDWARE SPECTRUM
ANALYZER

InSSIDer Office is a companion application to Metageek’s Wi-Spy series of spectrum analyzers. Without the Wi-Spy attached,
the application is not that much different from WiFi Explorer, and is actually less well-organized.
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C O inSSIDer Office Beta
Physical = Logical
CHANNEL CHANNEL UTILIZATION

68.1%

® Channel: 10

On-Channel Networks: 2 SsID RIS OF

Channel Utilization at -85 dBm: 76.8% Fremont Caffe VitaGuest ¥ ¥ -.. b}

Max Signal:  -44 dBm Fremont Caffe VitaGuest ¥ ¥ -.. b
Overlapping Networks: 3

39.7% -74 dBm
24.1%
21.9%
21.6%

>

64.3%
53.6%

AR
21.3%

20.1%
2.4%
1.1%

= W AN O N ® 2o

0.2% :30

Lo e mhinl ettt e e s e e M d ke e

36 44 52 60 100 112 124 136

Using InSSIDer Office with the Wi-Spy allows interpretation of raw radio signals in the 2.4 GHz and 5 GHz frequency bands that
WiFi uses. In other words, InSSIDer and Wi-Spy see the WiFi signals, but also hear the non-WiFi signals, and provide
measurements for how intense the use of the radio spectrum is. In this example, InSSIDer shows high utilization of Channel 10 in

the 2.4 GHz spectrum.
InSSIDer provides basic information on spectrum use, but has limitations:

The timespans for capture are limited, and InSSIDer displays a simple aggregate of use over the selected time period. The
shortest period is two minutes.

Data gathered is limited to the computer running the program.

InSSIDer will not identify hidden networks.
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TOOLS'WE'VE SEEN SO'FAR

Many of the tools we saw for exploration provide information useful in troubleshooting, particularly with respect to basic network

design.

WiFi Explorer is good at visualizing signal level, while NetSpot is good at making maps, while inSSIDer Office can give you the
basics of spectrum analysis with an attached analyzer. Let’s talk about using these more for troubleshooting.
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WiFi Explorer

[ All Networks.

@ Network Name Signal assiD Neador, Avg Noise Wide Channel | Band | Width | Steams | Mode | MaxRate | Security
[ Device Envoliment 00:18:0.... Meraki, Inc % 18% 124Gz 20MHz 130 Mbps WPAZ
B Hove-0120 44:32:C8.. | Technicolor USA Inc. x ™ 1|24 GHz| 20 MHz 217 Mbps WPA2

@ cornea 00:COCA... ALFA, INC. 14% 24GHz 40 MHz 300 Mops.
o cornea 00:COCA:... ALFA, INC. 2 24GHz 40 MHz 300 Mbps,
[ oovssrs-66500 4C:EBA42:... |Intel Corporate 2.4GHz| 40 MHz 2 130 Mbps
[ hamstring 00:COCA:... ALFA, INC. 24GHz 40 MHz 300 Mbps.
[ hamstring 00:CO.CA:... ALFA, INC. ’ 24GHz 40 MHz 300 Mbps,
[ hamstring 00:COCA:... ALFA, INC. 5 24GHz 40 MHz 300 Mbps,

[ hamstring 00:COCA-.. ALFA, INC. . 24GHz 40 MHz 300 Mops

{_ Network Details 2.4 GHz Channels |5 GHz Channels_|

Networks Found: 9, Displayed: 9 (100%)

WiFi Explorer’s Signal Strength pane will show you fluctuation in signal strength in the networks around you, and in this case
shows that the AP Chris brought to perform iOS MDM enrollments was dropping out on an erratic basis.
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WiFi Explorer

[ All Networks

[ Network Name
[ Oevice Envoliment
Al vome-p120

o conea

) cornea
[ hamstring

[ hamstring
[ namstring

@ hamstring

Signal

Networks Found: 8, Displayed: 8 (100%)

00:CO.CA:
00:CO.CA:
00:COCA:
00:CO:CA:
00:CO.CA:
00:CO:CA:

Vendor
Meraki, Inc.
Technicolor USA Inc.
ALFA, INC.

ALFA, INC.

ALFA, INC.

ALFA, INC.

ALFA, INC.

ALFA, INC.

{_ Network Details

Avg Noise

1%
1%
1%
9%

1%
14%
1%

2.4 GHz Channels

Wide Channel

5 Ghz Channels |

Band
1 24GHz
1/2.4GHz
4 2.4GHe
4 2.4GhHz
9 24GHz
9 2.4GhHz
9 2.4Ghz
9 2.4Ghz

Width
20 MHz
20 MHz
40 MHz
40 MHz
40 MHz
40 MHz
40 MHz
40 MHz

Streams

Mode
big/n
blg/n
big/n
big/n
blg/n
big/n
big/n

Max Rate
130 Mbps
217 Mbps
300 Mbps
300 Mbps
300 Mbps
300 Mbps
300 Mbps
300 Mbps

Security
WeAZ
WPA2

A few minutes later, the Signal Strength pane showed that all visible networks dropped out just as soon as a nearby laptop
began downloading a Microsoft Office 2011 full installer. Oh my. Let’s look more at this network design, shall we?
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enl D [(All Networks s)(a- fi

. si sssi0 endor Ao Max N AvaNoise | SN Ghannel 4| Wide Channel | Band  Width | Sueams | Mode | MaxRate | Securiy
Device Enroliment 00:18:0A: teraki, Inc. 16% 26 d8 1 1 2.4GHz 20 MHz 2 b/g/n 130 Mbps WPA2
[l oovserst-66500 acEBaz.. In e 1% s2d8 61 4 24GH 40MrHz 2 g 130 Mops WPA2
00:COCA-.. ALFA, 1% 3448 61 4 24GH d0MHz 2bigin 300 Mops WeA

00:CO:CA:... ALFA, INC. 16% 34d8 6,-1 4 2.4GHz 40 MHz 2 b/g/n 300 Mbps WPA

00:CO:CA:... ALFA, INC. 16% 11% 32d8 11,-1 9 2.4 GHz 40 MHz 2 b/g/n 300 Mbps WPA

00:CO.CA:.. ALFA, INC. % sex % ux 17ds 11 9 24GHz 40MHz 2bigin 300 Mops WeA

00:CO.CA:.. ALFA, INC. 1% 1% e 11 9 24GHz 40MHz 2bigin 300 Mops WPA

00:CO:CA:... ALFA, INC. 16% 1% 12.d8 11,-1 9 2.4GHz 40 MHz 2 b/g/n 300 Mbps WPA

k Details__Signal Strength [JERNCEX= Tl 5 GHz Channels }

comea

Networks Found: 8, Displayed: 8 (100%)

Where to start?

Looking at the Channels pane gave me some additional information:

1. Whoever designed the network “hamstring” chose to place all APs on the same channel in the 2.4 Ghz Spectrum.

2. Whoever designed the network “hamstring” chose to use 40 MHz wide channels, guaranteeing overlap (and adjacent channel

interference) with the network “cornea”, also using 40 MHz channels.

WiFi Explorer showed me that the network “hamstring” was poorly designed.
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WEEHAWKEN. DAWN.
GUNS. DRAWN.

Where to start?
Looking at the Channels pane gave me some additional information:

1. Whoever designed the network “hamstring” chose to place all APs on the same channel in the 2.4 Ghz Spectrum. This is a
bad idea. Co-channel interference demands that for each additional AP or SSID on the same radio frequency, you lose
3.225% overall traffic. In this case, 12.90% of the traffic is being wasted because of co-channel interference that isn’t
necessary.

2. Whoever designed the network “hamstring” chose to use 40 MHz wide channels, guaranteeing overlap (and adjacent channel
interference) with the network “cornea”, also using 40 MHz channels.

WiFi Explorer showed me that the network “hamstring” was poorly designed.
Fixes in this case would include decreasing the channel width to 20Mhz, and spreading out the APs to take advantage of

distance between the APs before re-using a given channel. This could reduce overhead from 13% to 3.2%. Given that
interference hurts 40Mhz bands more than 20Mhz bands, there ég also a gain to be had.



= Network Name Signal BSSID Vendor
W} Device Enroliment 64% 00:18:0A:... Meraki, Inc.

91% | 4C:EB:42:...
72% 00:CO:CA....
75% 00:CO:CA....
72% 00:CO:CA:...
44% 00:CO:CA....
46% 00:CO:CA....
41% | 00:CO:CA:...

Intel Corporate
ALFA, INC.
ALFA, INC.

ALFA, INC.

hamstring

ALFA, INC.
ALFA, INC.
ALFA, INC.

hamstring

hamstring

hamstring

“WAIT A MINUTE. . .WTAF?”

An additional problem only became apparent when | realized that all of the equipment from both the “hamstring” and “cornea”
networks consisted of equipment from ALFA, INC.

Ultimately, we realized that the vendor had found hamstring to be less reliable than they liked, and had installed cornea as a
backup for when hamstring wasn’t working.

In other words, they deployed a flawed design and compounded it with another flawed design. Everything went to the same
LAN, so what was the point of a secondary backup?
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NetSpot’s ability to display information from multiple samples and map locations of access points comes in handy as well. In the
case of my office, NetSpot showed that my APs placement resulted in a low SNR area toward the front of the office, in the area

where we have meetings and white board conversations.

Being able to visualize this area of low SNR gave me ideas about where | ought to move an AP in order to improve coverage.
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So AP A went on the ceiling on the right side of the diagram.

Measuring after you move is just as important as measuring before. Make sure to document your changes to look for the
unexpected.
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[ JOX | inSSIDer Office Beta
Physical | Logical

CHANNEL CHANNEL UTILIZATION

B Channel: 10

On-Channel Networks: 2 sEib S [k
Channel Utilization at -85 dBm: ~ 76.8% Fremont Caffe VitaGuest ¥ ¥ |

Max Signal: -44 dBm Fremont Caffe Vita Guest ¥ ¥
Overlapping Networks: 3

-74 dBm

o

9
1
8
7
6
2
4
3
1
5

InSSIDer office confirmed for me that users in a local coffee shop were beating hard on the available 2.4 GHz network. This was

visually obvious in the density graph at the bottom left, and using the “Channels” view in the top left corner, then selecting the
channel with the highest reported utilization provides a graph of utilization over time.
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Logical | Channels FILTERS:

RADIO s D AC:86:74:4A:24:7A oY

:72:74:Fx HOME-D5D1-5, xfinitywifi

Radio Signal:  -47 dBm PHY Types: b, g,n SsIb MAC Address
:CF:2F:E8 HOME-2FES

Channel: 10 ) Recommended: 1 )| FremontCa.. ¥ AC:86:74:4A:2]

{ECIS1IBD AR CEET Max Data Rate: 144.40  Min Basic Rate: 1.00

:71:Al:Fx HOME-D5D1-2.4, xfinitywifi
:03:DF:D5 2.4GHzForNOOBs
:14:48:80 VitaFremont5

:88:31:65 CenturyLink1761

Via Tribunali

Vendor:  gpen Mesh, Inc.

Overlapping Count: 4 Max Signal: -74
Strongest Overlapping Radio:  46:32:C8 :CF:ZF:EA‘

Co-Channel Count: 1 Max Signal: -47
Strongest Co-Channel Radio: ~ AC:86:74:4A:24:CA" )}
Fremont Caffe Vita Guest

Caffe Vita Guest

:05:CF:41 eap3

:4A:24:CA Fremont Caffe Vita Guest
:51:23:Ex EyesOnFremont-2.4, xfinitywifi
:AF:22:5F fremontabbey

:53:E1:EB Not the WiFi You're Look For

AC:86:74:4A:24:7A

Furthermore, InSSIDer Office was able to identify the networks most likely to be interfering with the coffee shop network. This
didn’t fit well in the screen capture, but note that selecting the “Physical” tab in the top left corner, then selecting the wireless
network you care about displays this information.
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TIME TO FIND THAT SCIENCE OVEN

Not all 2.4GHz or 5GHz traffic is 802.11 traffic. Sometimes there’s a bunch of RF in there, too, and that’s really what you need a
spectrum analyzer to see.
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THIS IS THE 2.4 BANDﬁ

This is a full-spectrum capture of the 2.4GHz band of an active hotel network. You can see it’s fairly clear with patterns of activity
on Channels 1, 6 and 11. This network is active, but not incredibly busy.

The bottom waterfall display will let us see signal intensity patterns in realtime, while the power graph above lets us see the
intensity over time through colored highlights.
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BEFORE AN INTERFERER

Here’s our before shot. This is a two minute intensity sample, and you can see that we have super active band on 11, with some
good activity on 1 and 6.
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THAT'S SOME INTERFERENCE

BOOM. Look at all that interference. That’s a Baby Monitor. We’ve got it with us, and for the low low price of some beers at the
pub, we won’t plug it in right now for a live demonstration.

What’s that? We should? Okay, here goes. You’re on the hook for beer later...
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LIVE DEMO!

Okay, we’re going to switch over to my other laptop here and take a look at a live spectrum analysis that we’ve had running
since we started.
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CAPTURING TRAFFIC4IKE'A SPEED CAM

The first up is Adrian Granados’ AirTool. It’s designed to capture raw packet data on one or more channel, which will include the
physical layer traffic that Wireshark won’t necessarily grab while just monitoring your AirPort card.
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Disconnect from Bridge
Turn Wi-Fi Off

Channel
Channel Width

Link-Layer Header

Capiure
Capture Other 2.4 GHz
Capture Other 5 GHz

Multiple Channel Capture w

Capture All

Capture All 2.4 GHz
Capture All 5 GHz
Capture Custom...

A<}

Upload to CloudShark...

Preferences...
Help

The interface is fairly straightforward, and will let you specify a channel and channel width, and then it will capture the data
you’re looking for, but while it’s capturing, you will not be connected to the network in the traditional way. All you’ll be doing is

grabbing traffic, not participating in it.
AirTool is primarily a tool for gathering 802.11 data from the AirPort card in your Mac. It will grab data on a per-channel basis, or
it will grab all the channels in a given spectrum. That can be a lot to look at once, so unless you’re planning on a lot of data

munging, or maybe some surveillance tasks

It operates as a Menu Bar Extra, so if you already have a bunch of menu bar extras, I’m sorry, you’re adding one more...
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GONNA NEED A BIGGER ANTENNA...

Not all Wi-Fi problems are interference problems.
Seeing the raw traffic can provide answers no other tools can provide
But it comes at a mental cost.
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Retransmission] 49954-443 [PSt
Retransmission] 49954-443 [PSt
Retransmission] 49954-443 [PSt
Retransmission] 49930-443 [PSt
Retransmission] 49930-443 [PSt
Retransmission] 49954-443 [PSt
Retransmission] 49930-443 [PSt
Retransmission] 49947-443 [PSt
Retransmission] 49947-443 [PSt
Retransmission] 49947-443 [PSt
Retransmission] 49930-443 [PSt
Retransmission] 49947-443 [PSt
Retransmission] 49954-443 [PSt FREE DOWN LOAD
Retransmission] 49961-443 [PSt
Retransmission] 49961-443 [PS} —mMoH—m——m—m--10H080o—o—Do—o o0—0 o b0 9—0u o
Retransmission] 49938-443 [PSt
Retransmission] 49938-443 [PSt
Retransmission] 49961-443 [PSt
Retransmission] 49947-443 [PSt
Retransmission] 49938-443 [PSt
Retransmission] 49930-443 [PSt
Retransmission] 50656-61004 [f

rface 0

1:90:0b:41:41:63)

.173.89.50)

: 102, Ack: 118, Len: 101

Wireshark is an open source tool, good for reviewing raw data frames from your Wired & Wi-Fi networks.
Works with any .pcap file
Searching and filtering that data to find useful trends

Good Cheat Sheet: hitps://slack-files.com/files-pri-safe/T04QVKUQG-FOKMM9MC4/
wireshark 802.11 wifi filters reference.pdf?c=1454971990-c5f3aa5855ce8f143ca57af0dbae67c8ec1f79bd
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2551255182551255; 342 DHCP Request - Transaction ID 0xf37a7f5e

255.255.255.255 358 DHCP ACK - Transaction ID @xf37a7f5e
. 350 DHCP Discover — Transaction ID 0x6d28
255.255.255.255 344 DHCP Offer - Transaction ID 0x6d28
2551255182551255; 350 DHCP Request - Transaction ID @x3f4f
255.255.255.255 344 DHCP ACK - Transaction ID @x3f4f

If you’re having issues with addressing, you can watch the DHCP process live an diagnose why it is you’re ending up in 169.254.
If you’re seeing the full Request/ACK/Discover/Offer cycle, check to make sure that you’re only seeing one set of transactions...
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v IEEE 802.11 Beacon frame, Flags:
Type/Subtype: Beacon frame (0x0008)
» Frame Control Field: 0x8000
.000 0000 0000 0000 = Duration: @ microseconds
Receiver address: Broadcast (ff:ff:ff:ff:ff:ff)
Destination address: Broadcast (ff:ff:ff:ff:ff:ff)
Transmitter address: RuckusWi_35:78:cc (2c:c5:d3:35:78:cc)
Source address: RuckusWi_35:78:cc (2c:c5:d3:35:78:cc)
BSS Id: RuckusWi_35:78:cc (2c:c5:d3:35:78:cc)
sars sass s 0000 = Fragment number: 0

0100 1010 1100 .... = Sequence number: 1196
» Frame check sequence: 0xe6bebaee6 [correct]

If you’ve never figured out what percentage of your total Wi-Fi traffic is your beacon frames, then you need to do that. Multiple
radios on one channel decrease available throughput, and so do multiple SSIDs on multiple radios. If you’ve got three SSIDs and
three same-channel radios, you lose 30% of your available throughput to beacon frames.

Link for SSID Calculator: http://www.revolutionwifi.net/revolutionwifi/p/ssid-overhead-calculator.html

http://www.revolutionwifi.net/revolutionwifi/p/ssid-overhead-calculator.html

You can also look at the capture traffic to find out what else is broadcasting in a given space. Looking at the capture traffic is
going to show you when you’re overlapping with another access point that could be causing issues.

You can also review the settings for each given beacon frame.
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v Fixed parameters (12 bytes)

Timestamp: 0x0000021f4f9a903b

Beacon Interval: 0.102400 [Seconds]

v Capabilities Information: 0x0111

ESS capabilities: Transmitter is an AP
IBSS status: Transmitter belongs to a BSS
CFP participation capabilities: No point coordinator at AP (0x0000)
Privacy: AP/STA can support WEP
Short Preamble: Not Allowed
PBCC: Not Allowed
Channel Agility: Not in use
Spectrum Management: Implemented
Short Slot Time: Not in use
. Automatic Power Save Delivery: Not Implemented
CROrERTE RhE AR Radio Measurement: Not Implemented
DSSS—-0FDM: Not Allowed

S

- © -

- S -
nmn nn

. ® -
i nu

Delayed Block Ack: Not Implemented
Immediate Block Ack: Not Implemented

P
nnn

The beacon frames are the rules of the road for Wi-Fi. Want to do short guard interval but not sure if the AP supports it? Check in
the Beacon Frame. Looking for a specific feature? Check in the Beacon Frame.

More on Management Frames: http://flylib.com/books/en/2.519.1.35/1/
http://shop.oreilly.com/product/9780596001834.do
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.. NestLabs_e5:7e:65 95:2b:89:03:78:cc 272 Disassociate, SN=738, FN=5, Flags=op.PRMFTC
4:
8:

.. 4e:7a:6b:e7:94:bd 0a:44:1b:dd:a2:ac 57 Disassociate, SN=1862, FN=4, Flags=.pmPR..TC
Apple_dd:de:a@ 55 Disassociate, Fl:

RuckusWi_35:78:cc 57 Disassociate, " » ID=Broadcast

v IEEE 802.11 wireless LAN management frame
v Fixed parameters (2 bytes)

Reason code: Previous authentication no longer valid (0x0002)

v IEEE 802.11 wireless LAN management frame
v Fixed parameters (2 bytes)
Reason code: Unknown (0x0000)
v Tagged parameters (2 bytes)
» Tag: SSID parameter set: Broadcast

v IEEE 802.11 Disassociate, Flags: .pmPR..T.
Type/Subtype: Disassociate (0x000a)
v Frame Control Field: @xa379
wwas wodl = Version: 3
+... 00.. = Type: Management frame (@)
1010 .... = Subtype: 10
v Flags: 0x79
.. ..01 = DS status: Frame from STA to DS via an AP (To DS: 1 From DS: @) (x01)
+. .0.. = More Fragments: This is the last fragment
... = Retry: Frame is being retransmitted
... = PWR MGT: STA will go to sleep
...+ = More Data: Data is buffered for STA at AP
... = Protected flag: Data is protected
... = Order flag: Not strictly ordered

Sometimes, disconnects are a failure mode that you’ll see in specific cases where there’s something else acting as a rogue,
working to act as a denial of service for your Wi-Fi. This is exactly what got Marriott hotels in trouble with the FCC in the United
States. If they saw a competing wireless network, their APs could spit out Disassociation commands on behalf of the other
competing APs.

It’s dirty pool, but it happens.
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WHEN YOU NEEDEHESKIICHEN SINK

Found in /System/Library/CoreServices/Applications, the Wireless Diagnostics application built into every Mac will give you
literally everything associated with the Wireless on the Mac side of things.
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@) awdl.txt
) coex_config.txt
) coex_profiles.txt
) coex_txChainPower.txt
com.apple.Bluetooth.1A626FCC-9FD6-5ED3-83AD-30ACCO3EESCB.plist
4 com.apple.Bluetooth.9C90D8FO-2AE0-54F 1-AF72-3AFCFD683A74.plist
com.apple.Bluetooth.9C90D8F0-2AEQ-54F 1-AF72-3AFCFD683A74.plist.eTIZxL9
i com.apple.Bluetooth.0017f2c3a2f9.plist
% com.apple.Bluetooth.0017f2d4af8d.plist
% com.apple.Bluetooth.0017f2d306b5.plist
¥ com.apple.Bluetooth.0023df82a272.plist
f com.apple.Bluetooth.30E605FF-DA75-55CA-AE20-E6FD4E30BFC8.plist
com.apple.Bluetooth.30E605FF-DA75-55CA-AE20-E6FD4E30BFC8.plist.lockfile
% com.apple.Bluetooth.118512EF-22C6-5A44-B302-D205A0B393A0.plist
@ com.apple.Bluetooth.118512EF-22C6-5A44-B302-D205A0B393A0.plist.lockfile
% com.apple.Bluetooth.D566F48D-BE66-5F5A-A4ED-57B3CA545744 plist
com.apple.Bluetooth.D566F48D-BE66-5F5A-A4ED-57B3CA545744.plist.lockfile
) com.apple.Bluetooth.EAAC8CC3-5EA2-51A2-B7E5-426664AB1F78.plist
com.apple.Bluetooth. EAAC8CC3-5EA2-51A2-B7E5-426664AB1F78.plist.lockfile
& com.apple.Bluetooth.plist
configd-state
% configd-store.plist
CoreCapture
) darwinup.txt
DiagnosticReports
) dns_testing.txt
& full.spx
ifconfig
) ioreg.txt
ipconfig
kextstat
netstat
opendirectoryd.log
PacketLoggerBluetoothTraceFile.pklg

It dumps out all of the various log files, including some system level files for helping troubleshoot everything. This is a good way
to get some actually useful information from a remote user without having to be where they are. While you won’t need everything
it grabs, it’s worth it to get what it grabs in case you need something.
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ioreg
awd|

BT coex
configd
spindump

wifi_scan

netstat

kextstat
ipconfig
ppp-log

ifconfig

Sys Profile
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configstate
Core Cap
Diag Rpt
system.log
top

wifi.log
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So, what Apple ecosystem tools are available for planning and designing Wi-Fi networks based on predictive or gathered data
models?
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There are not currently any good tools for this directly on the Mac. Yet.
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&

OFT

LET SOFTWARE DO THE WORK

Predictive site survey software will take an architectural floor plan and information about your equipment and model a network
for you, including recommending placement of wireless APs. Ekahau Site Survey is currently the big gun in this space, while
Tamograph Site Survey is coming along rather rapidly. NetSpot has also begun to make noises regarding implementation of

predictive site survey, but no public releases are available.
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© Example Automatic Planning Project with AC.esx - Ekahau Site Survey
File Edit View Site Device Help

wh@[aaaa i .48 v el <
l © Access Points | o] surveys | [ Buiding 4|show [Sgnalstrength ~ | for My Access Points v (& Options +

®

LT
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ac54@50 REL N 4
Floor 1 3 =
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Lo, o . Signal Strength: -42.0dBm - -39.0dBm
MR e 24m (),

Channelrange: 364044 48
Short guard interval: on

2
BE

i @D 24 (1),

S

Greenfield (11n): ~ off
Spatial streams: 3

[#]My |ic.11n/ac Dual Radio (13)| [&

,4 > 24m (1),

g Eee)

g [ZIMy [ic.1in/ac Dual Radio (14) (i)
= RE (r1] 24m (1),

CETTD 2.4m (1),

£

L

My |iic.11n/ac Dual Radio (15) | [

N A 2am (0, (8 (B
i @@ an (0, (), U (Bt

= [@My [ic.11n/ac Dual Radi 16) | [& [Fsodem |

Ekahau Site Survey is the big gun in this market, and includes not only the predictive site survey tools, but also the ability to
perform onsite measurements (active and passive surveys) as well as spectrum analyzer integration. Essentially, Ekahau Site
Survey rolls the bulk of what we’ve seen so far into a single application. The only drawbacks are the cost of US$4,000 to US
$6,000, and the Windows platform requirement.
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Blake Krone 2+ Follow
1 blakekrone

Why yes | will drag you to the applications folder
ekahau

feee ess

A

b

Ekahau Site Survey Applications

US$4,000-$6,000

T & WINDOWS ONLY

Jim Vajda ©Ji )
blakekrone @ekahau OK do | tweet my credit card numbers now?

- { B0 Blake Krone ©blat an 29
“’ JimVajda @ekahau make sure you include ccv and billing zip code

&, Keith R. Parsons KeithRP:

Watching the WiFi engineering community, numerous posts have suggested that Ekahau site survey is coming for the Mac.

Screen shots of development versions have been appearing informally for around a year at the time of this writing, and it seems
that the dam might finally be breaking on the “industry standard” tools for Mac OS.
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Open Wireless Diagnostics... Open Wireless Diagnostics...
Disable Wi-Fi Logging Disable Wi-Fi Logging

Turn Wi-Fi Off Turn Wi-Fi Off

v Seattle : v Seattle
Disconnect from Seattle Disconnect from Seattle

As attractive as it might be to have software do all the work for us, though, key information about a site does not always show
up in architectural floor-plans.

Here we have two separate RSSI readings from the WiFi Menu. Moving from the customer workroom 15’ (~5 meters) from the AP

to the customer conference room 30’ (10 meters) from the AP results in a net RSSI drop of 16 dBM. Keeping in mind that a 3
dBM drop reflects 50% signal intensity loss, dropping 16 dBM is a huge loss over a 15’ distance.
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Open Wireless Diagnostics... Open Wireless Diagnostics...

Disable Wi-Fi Logging a X —’ , e iie ! Disable Wi-Fi Logging

Turn Wi-Fi Off ] Turn Wi-Fi Off

v Seattle : ; = v Seattle
Disconnect from Seattle g Disconnect from Seattle

This series of metal filing cabinets stands in the direct line of site between the AP and the conference room. This kind of obstacle
is exceedingly unlikely to appear on an architectural floor plan, especially in a facility that has been occupied for some time. For

that reason alone, relying on predictive site survey alone will be problematic, and you should still plan to evaluate sites in person
as well.
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EMPIRICAL
MEASUREMENT

We sometimes call the onsite survey “AP on a Stick”, but this is a misnomer. AP on a Stick literally means putting an AP in place
and taking measurements around it in an effort to predict coverage. It’s an older type of survey, and represents only one type of
onsite survey. Over time, though, this has developed into a practice of on-site surveying that is much more extensive, using what
are called “active” and “passive” site surveys, with the goals of identifying sources of signal loss that might not show up on a
floor, as well as obtaining a variety of other information, such as secondary RSSI readings (second strongest AP at a given
location).
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Beyond the software tools, you must bring a non-product toolset to bear in order to deploy WiFi successfully.
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Understanding a site where a network is to be installed is critical.
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Understanding customer needs is critical for building a network that works for them. The Aerohive High Density design guide is
an excellent resource for this discussion.
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Certified Wireless Network Professional develops and administers a series of deep technical certifications for WiFi networking.
The certifications go into the deep arcana of WiFi, and attaining one or more of them will provide a deep level of technical
knowledge.
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Find the Cisco guide at http://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/8-2/
b_Enterprise_Best_Practices_for Apple_Devices_on_Cisco_Wireless_LAN.pdf

Find the Meraki guide at hitps://documentation.meraki.com/MR/WiFi Basics and Best Practices/High Density Wi-

Fi_ Deployment Guide

Find the Aerohive guide at htip://docs.aerohive.com/pdfs/Aerohive-Whitepaper-Hi-Density % 20Principles.pdf

Of these, the Aerohive guide is the oldest.
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#WIFI

#NETWORKNERDERY
#AEROHIVE AND #MERAKI

P,

The MacAdmins slack instance includes a number of rooms Individual rooms sprout like mushrooms, so it’s worth looking for
new ones on a regular basis.
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Andrew von Nagy’s site Revolution WiFi (revolutionwif.net) is invaluable, as Mr. von Nagy has written extensively on WiFi network
design, recorded and posted a number of videos on the subject, and has even gone so far as to build planning tools to help

determine network capacity requirements, including the Capacity Planner and SSID Overhead Calculator, which shows you why
not to use too many SSIDs, even if your vendor makes 16 available on each AP.

77



ANY SUFFICIENTLY ADVANCED
TECHNOLOGY IS

INDISTINGUISHABLE FROM MAGIC.

The larger and more sophisticated the network you’re planning, the less likely you are to get it right the first time. Getting it right
is hard, and is likely to require multiple passes through an environment to plan, deploy, and adjust. You’ll find that as WiFi
advances, both the capabilities and requirements will change, AND your wireless can do things that seem like magic.
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But the real concern is that if you treat the magic with disrespect, you get in trouble.
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But given a willingness to learn, you can develop your skills, and become a wizards and heroes.
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